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«MporpammHbIn  komnnekc C-Teppa LUnw3. Bepcusa 4.2» 100ATM (panee — W3penue) —
nporpaMmma Ans 3MeKTPOHHbIX BblMMCAMTENbHBIX MalwunH (OBM), paspabotku n npomssogctea OO0
«C-Teppa Cudclln», cootBeTcTBYIOWan ogHoMy n3 ncnonHeHum NAK «C-Teppa VPN» Bepcum 4.2,
ykasaHHomy B dopmynspe Ha Magenuve, n ycTaHaBnuBaemasi Ha BblYMCIUTENbHbIE CUCTEMBI, COCTaB
KOTOpbIX onpefenseTca apTtukynom w3 npanc-nucta OO0 «C-Teppa Culclln», a Takke
OOKYMEHTaLuMs B Ne4yaTHOM M 3NIEKTPOHHOM BUAE, KOTOpbIE SABMSIOTCS OOBHEKTOM rpaXkaAaHCKUX Npas U
OXPaHSIlOTCA 3aKoHOM. W3pgenve npegHasHadyeHo Anis obecrneyeHus ceTeBOW MHGOPMaLMOHHON
6e3onacHOCT OOHOIO WM HECKOJSIbKMX aBTOHOMHBLIX TEPMMUHAsbHbIX YCTPOMCTB (6aHKOMAaTOB W/Mmn
NnaTeXHblX TEPMUHANOB) B CUCTEMax aBTOMATM3UPOBAHHLIX MNATEXEN U He npegHa3HayeHo Ans
NCMNOnb30BaHWsA B ApYruxX LEensix.

[JOoKyMeHTauma — KOMMMEKT TEeXHUYEeCKOW [OKyMEHTauuwW, PpyKOBOACTBA W Apyrve marepwansl,
npepoctaBnsiemble [lpaBoobnagatenem w wumetowme oOTHoweHne K Wsgenmo. [dokymeHTauums
cogepxutcst Ha Oymare, UHOM MaTtepuanbHOM HocuTene u onybnukoBaHa Ha VIHTepHeT - cauTe
MpaBoobGnagartens, pacnonoXeHHOM Mo aapecy: Www.s-terra.ru.

dopMynsap — [OKYMEHT, Y[OOCTOBEPSIOWMIA  OCHOBHble  XapakTepucTuku Wspgenusa, ero
npegHasHa4YeHue, OnucaHue WCMOSTHEHWIN, KOMMMEKTaUMUO WCMONHEHWN, NepeYeHb OnepauMOHHbIX
cuCTeM, NOA KOTOPbIMU OYHKUMOHMPYET Usgenune, n apyrme gaHHole.

NMuuensunar (MapTHep) - OpuaMyeckoe nULO, Haxogslleecs B [AOrOBOPHbIX OTHOLWIEHMAX C
JlnueHsnapom 1 ocylwecTBhsioWee nepegady npaea Ha wcnonb3oBaHue MporpamMMHOro NpoaykTa,
npoussoacTtea JlnueHsnapa, CybnuueHsmnatam (KoHeyHbiM nonb3oBaTtensam).llapTHep Tak xe moxeT
BblcTyrnaTb KoHeyHbIM NMons3oBartensm.

CybnuueHsnatr (KoHeuHbll nonb3oBaTenb) — lOpUAMYECKOE NWLO, NPaBOMEPHO Briagetwllee
ak3emnnspom Usgenus.

MpaBoo6nagatenem V3genusa sensietca OO0 «C-Teppa Cudcllny.

2. Obowumre nonoxeHus
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Hactoswee JluueHsnoHHoe cornaweHve (ganee — CornaweHne) SBNSETCA [OOKYMEHTOM,
perynupyrowumM npasuna MCrnorib30BaHUSA yKa3aHHOro B NUUEH3UU M3genusa ropuandecknm nuuom,
obnagarLMM NpaBOMEPHO M3rOTOBIEHHBIM WM BBEAEHHbIM B IPaXAaHCKMA 0BOpPOT 3K3EMMNISAPOM
Uspgenusa, yto nogreepxgaetca JlMueH3nen — AOKYMEHTOM Ha GymaxHoMm Hocutene dopmata A4,
cocTaBrneHHbIM NMpaBoobnagatenemM No yCTaHOBEHHOW MM (bopMe U coaepKallmMM KoY YCTaHOBKM
N3penus.

MpaBo Ha ucnonb3oBaHne MN3genusa Ha ycrnoBuAX NPOCTOM (HEUCKUUTENbHON) JIMueH3nn B NorHON
KomnnekTauuu nepegaHo lMpaBoobnagarenem unu YNOMHOMOYEHHbIM MM MLOM
(Muuensnatom/TapTHepom) KoHeyHOMy MOMb30BaTento Ha OCHOBaHMU JINMLEH3NOHHOrO, IMBO MHOTO
gorosopa, NMnbo JIMueH3NnoHHOro cornatleHns.

3. MNMpepenbl NnpaB 1 cNocobbl cnonb3oBaHusa Uspenus

3.1

KoHeuHbIn nonb3oBaTens, npaBomMmepHO BflagetoLnin K3eMnrdapom N3genua B COOTBETCTBUM C
HacToswmm CornalwlueHunem, nony4yaet npaeo:

3.1.1 Ha wncnonb3oBaHve W3genust Ha Tepputopumn Poccunckon Pepepauumn ana obecneveHus
ceTeBON  MH(OpPMaUMOHHOM  Ge30MacHOCTM  OOHOr0 WM HECKONbKMX  aBTOHOMHbIX
TEPMUHAmNbHbIX YCTPOUCTB (OaHKOMaToB wW/MNM MNaTeXHbIX TEpMMHANoB) B CUCTEMAxX
aBTOMaTU3MPOBAHHBIX MIaTEXEeN B TEYeHWe BCEro cpoka AEWCTBUS UCKIHOYUTENbHOrO npasa
MpaBoobnagarens;

3.1.2 Ha BocCnpousBedeHWe, OrpaHNUYeHHOe MpaBOM WHCTaNNaAUUW, 3annucu N XpaHeHus B NamsTu
OBM, KonupoBaHusa 1 3anycka TONbLKO OAHOro dk3emnnspa Msgenuvs, ykasaHHoro B JlnueHauny;

3.1.3 Ha un3roToBreHue apowHoﬁ konun Wapgenus, npun ycnosuun, 4YTo 3Ta KOnuA npegHasHa4deHa
TONbKO AN1A apXUBHbIX uenen. I'Ipvl 9TOM apXmBHaaA KOMNA HE MOXET ObITb Mcnonb3oBaHa B
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3.2

MHbIX Uendax, 4emMm uenun, ykas3aHHble B HacCToAweM NOANYHKTE, U OOJKHa ObITb YHUYTOXEHAa,
€CInun BliageHne 3K3eMniapom W3penus nepecrtano ObITb npaBOMEpPHbIM.

KoHeuHbIn NMonb3oBaTtens He MeeT npaea:
3.2.1 nepepaBaTb Npaea, nepeyncrieHHble B N.3.1 CornaweHus, TpeTbUM nnuam;

3.2.2 pancaccembnupoBaTb, AekomnunupoBaTb WM3genve (npeobpa3oBbiBaTb OOBLEKTHLIM KOO B
WCXOAHbIN TEKCT), MoanMUMpoBaTb KOMMOHEHTHI M3aennsi, BHOCUTb Kakne-nmbo n3amMeHeHus B
00bekTHbIN Koa M3genua, B TOM 4nucrne nopydatb MHbIM NMLaM OCYLLECTBMATb 3TN OENCTBUA.
CoBepwatb OTHocuTenbHO W3genus wHble pJencTsus, Hapywawowue Poccunckne wu
MeXayHapOoaHble HOPMbI 3aKOHOA4ATENBLCTBRA.

4. TapaHTum NpaBoobnaparens:

4.1 TlpaBooGnagartenb rapaHTupyet pabotocnocobHocTb M3genus mpu ycrioBMM ero akcnfyatauuu B
COOTBETCTBMM C  TpeboBaHWUsIMMU, N3NOXEHHbIMW B [JOKYMEHTauuu, M OTCYTCTBUS
HeCaHKLMOHNPOBAHHOIO BMeLLaTeNnbCcTBa B paboTy M3agenus.

4.2  Tllop HecaHKLMOHUPOBaAHHbIM BMELLATENBLCTBOM NOHUMAaETCs XOTS Obl OAHO 13 criefyoLmx 4enCcTBUN,
coBepLueHHoe 6e3 cornacoBaHusi B NTCbMeHHOM chopme ¢ [1paBoobnaparenem:

4.2.1 nwoboe wn3MEHeHME CTPYKTYypbl w/unu copepxaHus 6asbl AaHHbIX, 33 WUCKMHYEeHUEM
NPOV3BEOEHHOr0  MCKMIYMTENbHO  NOCpPeacTBOM  noctaBnsdemblx  [MpaBoobnagatenem
NPOrpaMMHbIX MOAYNen B COOTBETCTBUM C [OKYMEHTaUWen, WM Xe COrfacoBaHHOe B
nucemMeHHon opme ¢ NpaBoobnagartenem;

4.2.2 N3MEHEHWe BbIMOJIHSAEMbIX, HACTPOEYHbIX WM  BCNomoraTenbHbix dannos (Mnn  umx
KOHdMrypauun B onepaumoHHbIX cpegax), noctaensieMbix [paBoobnagatenem nporpammHbIX
MOZYren, 3a UCKNIoYEHNeM COrnacoBaHHOro B NMcbMeHHoN chopme ¢ lNpaBoobnagartenem;

4.2.3 n3meHeHue KoH(urypaumm, a TarkKe BbINOSHAEMbIX, HACTPOEYHbIX UMW BCMOMOraTeribHbIX
dannos Msgenua, 3a UCKMOYEHNEM NPOU3BEAEHHOIO B COOTBETCTBUWN C €ro JOKyMeHTauuen,
npu yCrioBUW HENPOTUBOPEYUUS 3TUX MU3MEHEHUN IKCnnyaTauuoHHOW AOKYMEHTauuMu Unu xe
cornacoBaHHOro B nucbmeHHon doopme c lNpaBoobnagarenem;

4.2.4 mopepHu3auMsi NOCTaBNAEMOW OMepaLMoOHHOW CUCTEMbl, BKMKYas YCTAaHOBKY LUTaATHbIX
OOHOBNEHUI;

4.2.5 pobaBneHue/OTKNIOYEHNE OTAENbHLIX CEPBUCOB OMEPAaLMOHHON CUCTEMbI (MO OTHOLUEHWUIO K
COCTOSIHMIO OMepaLMOHHOW CUCTEMbI H8 MOMEHT nepedayn aksemnnsapa Msgenus);

4.2.6 ycTaHOBKa JOMNONHUTENbHbLIX NPUNOXEHWIA;

4.2.7 noboe camocToATenbHOE W3MEHEHME COCTaBa annapaTHbiX KOMMOHEHT BbIYUCUTENbHbIX
cucTem.

4.3 HapyweHue 9TMX OrpaHM4YeHUMM paccMaTpuMBaeTCHd KakK HapyleHue uenoctHoctu Wsgenvs wu
Tpaktyetca OO0 «C-Teppa Cu3lclln» kak ocHoBaHue gnsi otkasza KoHeyHomy [lonb3oBaTento B
cepBUCe TEXHUYECKOro CONPOBOXAEHUSA U noaaepxkn Nagenus.

4.4  Cpok rapaHTUmHoro obcnyxmnBaHns— 1 roq ¢ MOMeHTa nocTaBku. B TeyeHne rapaHTMIMHOIO Cpoka Ha
Usgenue, KoHeuHbli nonb3oBaTefls UMEET MNpaBo Monyyatb OecnnaTHY KOHCYNbTAUUOHHYIO
NMoOMOLLb, YCIOBUS KOTOpPOW onybnunkoBaHbl Ha oduumansHoM cante [NMpaBooGnagatens no agpecy:
https://www.s-terra.ru/upload/medialibrary/d50/PublicSupportServiceDescr_proposal.pdf.

4.5 Tlo uctevyeHuun rapaHTUnHoro cpoka KoHeuHbl nonb3oBaTenb MMEET MpaBo 3aKMouuTb OTAENbHbIN
JOroBop Ha nony4yeHue ycnyr cepBuca TeXHUYECKOro conpoBoXaeHus u nogaepxku Nsgenuvs.

4.6 B cnyyae, ecnu B xoge akcnnyatauun Uspenusa KoHeuHbim [Monb3oBatenem Oypet obHapykeHa
KputnuHas MNMpobnema, MNMpaBoobnagatens obecneynBaert:

a. MHdopMUpoBaHMe JOCTYMHbIMK cnocobamm KoHeyHoro Monb3oBaTtensi 0 CyLecTBOBaHNM
KputnyHon Mpobnembl 1 0 cnocobax ee yCcTpaHeHs;

b. 6ecnnaTHoe npegocTaBneHne ak3emMnnsipa 06HoBNeHNs M3genus, B KOTOPOM YCTPaHEHbI
KputnyHole Mpobnembi.

Mpumeyanue 1. MNapaHTUNHoe 06s3aTenbCTBO N.4.6 6asnpyeTca Ha cnegylowem onpeaeneHni:

KputnuHas MNMpobnema 3akntoyaeTcsa B ToM, 4YTo N3penue, Bcneacteme ownbKM, He BbINOSHSET

OCHOBHble (PYHKLMM 6e30NacHOCTH, a UMEHHO — LWINpoBaHNe Tpadmka 1 KOHTPOSb JOCTyNa, YTO

NPMBOAWT K HapyLLeHuto 6e3onacHocTn ceTn KoHeyHoro lMonb3oBarensi.

Mpumeyanue 2. O6HOBNEHME MN3aenus B COOTBETCTBUM C rapaHTUNHBIM 065a3aTenscTBoM n.n.6, n.4.6.

npegocTaensieTcst no 3anpocy KoHeyHoro MNMonb3oBatens u no mepe pas3paboTkn 06HOBMEHUN.

4.7 Ecnu KoHeuHbln Monb3oBatenb obHapyxuT B TedeHne 90 (OeBsiHOCTa) OHEW CO OHA MOCTaBKM
W3penusa pedekTbl B COCTaBe MaTtepuanbHbiX HOCUTENen WM HeKOMMNekTHocTb Wsgenus, 1o
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HocuTenu ByayT 3amMeHeHbl, a KOMMMEKTHOCTb M3aenusa BoccTtaHoBneHa. o mcreveHun 90 gHen
NpeTeH3nn No HEKOMMIEKTHOCTU U3aenns nunu gedekram Hocutenen paccMmaTpuBaTtbcs He ByayT.

5. OTBeTCTBEHHOCTb
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5.2

M3penne nocrtaBnsietca «kak ecTb». Hacrtosiwee JlvueHanoHHoe CornaweHve (B pamkax
3akoHopgaTtenbcTBa Poccuiickon ®egepauumn 1 ecnv nNpoTUBHOE HE OFOBOPEHO B BUAE OTAENbHOMO
OOMONHUTENbHOrO cornalwieHnss ¢ KoHeyHbIM nonb3oBaTenem) He pernaMeHTUpyeT BOMpOChI
TEXHUYECKNX, OPraHM3aUMOHHbIX M MPOYMX BO3MOXHbIX MPO6GMNeM, CBSI3aHHbIX C MpaBOMEPHbLIM
BnageHuem Napenus, a MNMpaBooGnagaTernb He HECET OTBETCTBEHHOCTb 3@ KOCBEHHbIE UK NOBOYHLIE
yObITKM, ywepb wnu Bped, BKMNYas YNyUWEHHYD Mpubbifb, NEpepbiBbl B XO3SMCTBEHHOW
OeaTenbHOCTU, NoTepl AenoBOoN MHGOPMAaLMM U T.M., KOTOpble MOryT BO3HUKHYTb Y KoHeuyHoro
Monb3oBaTena B pesynbTaTte NCnosib3oBaHNA UM HEBO3MOXHOCTU NCMNOJSb30BaHNA |/|3LI,€J'IVIF|.

KoHeuHbin lMonb3oBaTtenb 00s3aH cobnogatb NpeaycMOTPEHHbIE 3akoHogaTenbCTBOM Poccuiickon
depepaummn TpeboBaHUA U OrpaHUYEHUS MO PACMPOCTPAHEHMIO, XPaHEHMWIO, WUCMONb30BaHUIO U
YHUYTOXEHWNIO CPeACTB KpunTtorpadmyeckon 3awmtbl nHdopMaumm (ganee - CK3U), sensawowmxcs
HeoTbemmemown YacTtbto N3genus.

6. U3ameHeHue ycnoBun CornawieHus

6.1

6.2

6.3

BHeceHune nameHeHun (gononHeHu) B Hactosiwee Cornawenne npomssoauTcsa NMpaBoobnagartenem
B OQHOCTOPOHHEM NOpPSAKe.

YBegomneHme O BHECEHMM WU3MeHeHun (gononHeHun) B CornmaweHne  ocylecTBrnsieTcs
lMpaBooGnagateneMm nytemM pasmeLlLleHWUss YKasaHHbIX WU3MEHEHWW (JOMONHeHMn) Ha oduunanbHOM
cante lNpaBoobnagartens: : www.s-terra.ru.

Bce n3ameHeHusa (gononHeHusi), BHocuMble [NpaBoobnagatenem B HacTtosiwee CornaweHve n He
CBSi3aHHble C M3MEHeHMeM OeNCTBYHOLLEro 3akoHogaTenbcTBa Poccuiickon degepaunn, BCTynawT B
cuny n craHoBATCcs obsasaTtenbHbiMn And Bcex KoHeuHbix [Monb3oBatenen no wuctedeHum 30
(TpnauaTtn) kaneHdapHbIX OHEW C AaTbl pasMeLleHust U3MeHeHus (OOMONHeHWs) Ha oduumanbHOM
caunte lNpaBoobnagartens: : www.s-terra.ru.

7. MNMpouwne ycnoBua

7.1

7.2

7.3

7.4

B coctaB Wagenus MOryT BXOOWUTb KOMMOHEHTbI (I'IpOFpaMMHbIe cpencrtea, VIH(bOpMaLI,VIOHHbIe
HOCUTETN U rlpoqee) OT TpPEeTbUX MNOCTaBLUNKOB. KoHeuHbln Monb3oBaTtenb nonyyaeTt npaea Ha
NCNONb30BaHNE 3TUX KOMMOHEHT Ha ocHoBe JlMueH3auhn u JInueHanoHHbIX CornaweHnn a3Tnx
NOCTaBLUMKOB, BXOOSALMX B KOMMNEKTHOCTb M3genus.

I'Ipm Hann4ynmn KOMMOHEHT TpPeTbuX MNOCTaBLUMKOB I'IpaaooGna,anenb ABNdeTcA 3aKOHHbIM U
MNONTHOMOYHbIM MNpeacTtaBuTenieMm TpeTbux MNoCTaBLKUKOB, e€Cnun O6paTH06 He OroeBopeHo B
JInueH3noHHbIX CornalueHmnsx TPEeTbUX NOCTAaBLWMKOB UITN B OPYINX OOKYMEHTaX, pernameHTUpyrLwmnx
OTHOLUEHNA Mexay KoHeuHbIM [Nonb3oBaTenem n TpeTbMn NoCcTaBLLUMNKaAMWN.

Onctpubytus Debian v BKMOYEHHbIE B HErO KOMMOHEHTHI SBNAeTCS CBOOOOHO pacrnpoCTpaHseMbIM
MpoaykTom 1 ucnonb3yetca B coctaBe MN3genua 6e3 kaknx-nnbo mogudukaumim B COOTBETCTBUM C
nmueHsuamun - (https://www.debian.org/legal/licenses/). Debian aBnseTca  TOproBon  Mapkowm,
npuHagnexawewn Software in the Public Interest, Inc. Cisco, Cisco I0OS Router, Cisco Security
Manager sBnsawTca ToproBbiMM Mapkamu komnaHuu Cisco Systems B CLUA n B gpyrux ctpaHax.
Mporpammubin MNpoaykt CuctemHas bubnuoteka GNU libc saBnsietcss cBobogHO pacnpocTpaHsaeMbim
MpooykToM n ucnonb3yeTca B coctaBe M3genusa 6e3 kakux nnbo mogudmkaumin B COOTBETCTBUN C
nuueH3nen "The GNU General Public License" (http://www.gnu.org/licenses/licenses.html). 3genne
BKNOYaeT B cebsa nporpamMmHoe obecnedyeHne, HanucaHHoe Jpukom HAdrom (Eric  Young.
eay@cryptsoft.com). Java siBnsieTcsi TOproBon Mapkown koprnopauun Oracle

Opyrve Ha3BaHUsi KOMNAHWIA U NPOAYKTOB, YNOMSIHYTble B HacTosieM JlnueHanoHHom CornatieHun un
B COCTaBe WH(OPMALMOHHLIX HocuTenen Wsgenma MoOryt €BRATbCA 3apermcTpyMpoBaHHLIMM
TOProBbIMM Mapkamu COOTBETCTBYHOLUMX MM KOMMAHWW. YMNOMWHAHWE HaMMEHOBAHWWA, MPOOYKTOB,
TOProBblX MapoK TPETbWX OpraHM3auuin UCKMYUMTENBHO HedopManbHO W He SBMSIETCS  HU
noagepXkon, pekomeHgaumen nudo peknamon. OOO «C-Teppa Cudcllny He HeceT kakon-nmbo
OTBETCTBEHHOCTM B OTHOLUEHNM PaboTOCNOCOBHOCTM M UCNONb30BaHNA 3TuX MpoayKToB.

O6wecTtBo ¢ OrpaHnyeHHon OTBeTCTBEHHOCTLIO «C-Teppa Cudclny

124498 r. MockBa, r. 3eneHorpaa, leoprueBcknin NnpocnekT, AoM 5, nomelleHue |, komHaTta 33
TenecboH: +7 (499) 940 9061 Pakc: +7 (499) 940 9061

An.noura: information@s-terra.ru http://www.s-terra.ru
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