Bepcusa 4.2 Mpyvmep ncnonb3oBaHMs Pepakums 11

[NoctpoeHne VPN TyHHens wmexany ABYMSA
cerMeHTamMm OOHOM CceTu, 3aluuiaeMbiMU
wriro3amm «C-Teppa LWno3 10G»

OnucaHue cTeHaa

CueHapuii UNACTPUPYET NOCTPOEHNE 3aLUULLIEHHOTO COeAMHEHUA MexXay ABYMsl cermeHTamu ogHom cetn SN1,
paspbiB MEXAY KOTOpbIMKU 3alumuiaeTcs wrto3ammn 6esonacHoctn «C-Teppa LUnto3 10G». Ona sawmtel 6ygeT
noctpoeH VPN TyHHenb mexay yctponcteamn GW1 n GW2. Ycrponctea IPHost1 n IPHost2 cmoryT obLiatbes
mexay cobow no sawmweHHomy kaHany (VPN). Bce octanbHble coeanHeHus paspeLleHbl, HO 3allmiaTbCa He

ByayT.

B pamkax gaHHOro cueHapus onst ayteHTudmkauum naptHepsl 6yayT ncnonb3oBaTe cepTudmkaThl. B kayectse
Kpuntonposangepa GyaeT ucnonb3oBaHa kKpuntorpaduyeckas 6ubnuoteka, paspaboTaHHaa komnaHven «C-
Teppa Cudclny. WWnto3bl 6e3onacHocTn «C-Teppa Wnto3 10G» Bepcumn 4.2.

MapameTpbl 3aWULLEHHOTO COEANHEHUSI:
MapameTpbl npotokona IKE:

e AyTeHTudpmkaumsa npm nomom UMdpoBbIX ceptTudurkatos, anroputm nognvcu — FOCT P 34.10-2012;

e Anroputm wudppoBaHua — FTOCT 28147-89 (kntoy 256 6uT);

e Anroputm Bblumcrenns xew-yHkummn — FOCT P 34.11-2012 TK26 (kntod 256 6uT);

e Anroputm BblpaboTKM obuero Kntova (aHanor  anroputma Onddu-XennmaHa) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

MapameTpbl npoTokona ESP:

e  KomMBWMHMPOBaAHHLIN anropuTMm LWMGPOBAHUA U MMUTO3aLLNTbI (KOHTPOSb LienocTHocTn) — ESP_GOST-
AM-IMIT (kntoy 256 6uT).

Cxema cteHga (PucyHok 1):
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Bepcusa 4.2 Mpyvmep ncnonb3oBaHMs Pepakums 11

Iloruka paboTbli

PaccmoTtpum noruky paboty Ha npumepe Tpaduka, nayuiero ot IPHost1 k IPHost2. ®perimbl kaHanbHOrO ypoBHS,
npuxogdliMe Ha BHYTPEeHHUNn wuHTepdenc (FastEthernet0/1) wmo3a GW1, 3axsatbiBaloTca WU
MHKaNCynNUpPYyTCs B MakeTbl CeTeBOro ypoBHA (source IP-agpec — 172.16.0.1, destination IP-agpec —
172.16.0.2). Janee nakeTbl NonagaT nod npasunia wmdpoBaHms 1 nepegatotcs no IPsec TyHHeno mexay
GW1 n GW2. Ha GW2 nponcxoant obpaTHbIn npouecc.

Heobxogumo oTMeTuUTb, YTO Mexay wro3ammn 6esonacHocth GW1 n GW2 moryt HaxoguTbCsa YCTpoMcTBa 3
YPOBHS (MapLIpyTM3aTopbl, MEXCETEBbIE 3KpaHbl U Ap.), TO eCTb OHN He 0653aHbl ObITb CBSA3aHbl HA KAaHANbHOM
YPOBHE.

BaxHo! B cniyyae, ecnv B peanusauumn ecTb CyLLECTBEHHbIE OTKIOHEHNS OT ONMCAHHOIO cueHapusi, TpebyeTca
y4YecTb crnegylLwmne MOMEHTDI:

- YcnewHoe nocTpoeHue TyHHens mexgy wno3amu 6esonacHoctn «C-Teppa LUnw3 10G» Bepcumn 4.2
BO3MOXHO TOMbKO B TOMOMOrMM TOYKa-TOUKA;

- CBA3HOCTb Mexay 3almLiaeMbIiMy cermeHTammn ceTn obecnevmBaeTcs Ha ypoBHe L2 (CermeHTbl AOSKHbI
HaxoOuTbCsl B OOHOWM noAceTn);

- CylecTtByeT HECOBMECTUMOCTb MO MPOTOKOSY 06paboTKM AaHHbIX CO wWito3amm 6esonacHocTn «C-Teppa
LLnto3».
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Bepcusa 4.2 Mpyvmep ncnonb3oBaHMs Pepakums 11

Hactpouka cteHaa

Hactpouka wnto3a 6esonacHoctn GW1

UHuymanusaumsa wnro3a

HacTtpoliky HauHMTe co wnnto3a 6e3onacHocTn GW1.

lMocne nonHow 3arpy3ku LWo3a nosnb3oBaTenb nonagaet B S-Terra administrative console.

S-Terra administrative console

login as:

1. MpongnTe npouenypy ayTeHTudmKaumm (nMonb3oBaTenb MO yMONYaHuio — administrator), Naponb no
YMOMYaHuIo — s-terra).

login as: administrator
administrator's password:

G o o i o i
System is not initialized. Please run "initialize" command to start initialization
procedure.

HHEH A A

administrator@sterragate]

2. CwmeHuTe naponb Ha S-Terra administrative console (komaHga change user password):

administrator@sterragate] change user password
0ld user password:

New user password:

Re-type new password:

3. [pongunte npouedypy vHUUManu3aumm (KomMaHga initialize). [lpy 9TOM 3anyCcTUTCA MHTEPaKTUBHBLIN
ACH.

3.1.

3.2.

3.3.

administrator@sterragate] initialize
Initializing RNG: (press requested keys or Ctrl+C to interrupt)
[****************]

Successfully initialized RNG

Beegute nuueHsnio (product code - GATEDP):

You have to enter license for S-Terra Gate DP
Available product code:

GATE

GATEESR

GATEDP

MVPN

Enter product code: GATEDP

Enter customer code: CUSTOMER

Enter license number: 1234567890

Enter license code: 42000-123AB-123AB-123AB-123AB

Is this above data correct? yes

[anee crnenytoT HACTPOWKN, KOTOPbIE N3MEHAT KOHMPUIypaLMOHHLIA chann ipsm_dpdk.cfg:

"This script will stop ipsmapp daemon and create new ipsm dpdk.cfg. All ipsmapp settings
will be reset. Do you want to continue?" "Yes" yes

Restoring interfaces settings

BeeauTte konnyecTeo Tpenos. MakcmMarnbsHOe KONMYecTBO TPedoB PaBHO KONMMYECTBY MPOLECCOPHbIX
A0ep B cUCTEME MUHYC LiecTb. B OgaHHOM cueHapumn vcnonb3yeTcs 38 TpedoB, Kak 3HayeHue Mo
YMOM4YaHuio Ana apTukyna 10G-4.2-1757-8-4-RED.
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threads (1-38) [38] : 38

3.4. Bsegute PCI ID WAN uHTepdenca (PucyHok 2):

pxe ethd eth7

s-terra

cinanli Wt eth0 eth3 83:00.0 83:00.1 84:00.0 84:00.1

(SSH) (WAN) (LAN)
PucyHok 2

Port# pci id Configured

= 83:00.0

= 83:00.1

= 84:00.0

- 84:00.1

Enter pci id for WAN interface : 83:00.0

3.5. Beegunte wucxopawmn IP-agpec (13 ip). [JaHHbin  agpec 6ygeT  3agaH  uHTepdenicy
FastEthernet0/0 (FastEthernet0/0 — B cisco-like koHconun nnm vEth0 — B Linux).

Enter IP-address for WAN interface (13 ip): 10.1.1.1
3.6. BseguTe macky noaceTv ans gaHHoro IP-agpeca (13 _mask), 3Ha4eHWe no yMon4aHuio — 24:

Enter netmask for WAN interface (13 mask) (0-32) [24]: 24

3.7. Beegute IP-agpec wn3a no ymonyaHuto. [daHHbin |P-agpec Heobxogum AOns MaplpyTusaunm
WwndgpoBaHHoOro Tpadumka. [na mapwpyTtusauum Tpacdmka OC ncnonb3yoTcs MapLipyThbl U3 cisco-like
KOHUrypaumm:

Enter default gateway IP-address (gw _ip): 10.1.1.2

3.8. Ectb Bo3mMoxHOCTb YykasaTb MAC-agpec cnegyouwero xona (next hop mac), 3HayeHue no
YMOJTYaHUIO — HET:

Do you want to enter and enable next hop mac? [No] No

3.9. Beegute PCI ID LAN unHTepdpeica, koTopbin OyaeT ncnonb3oBaTbCsl B MApe C HACTPOEHHBIM paHee:

Port# pci id Configured
PORTO 83:00.0 *

= 83:00.1

= 84:00.0

- 84:00.1

Enter pci id to pair with 83:00.0 : 84:00.0
3.10. Beegute ucxogawmn IP-agpec ana L2 TyHHens (12_src ip):
Enter source IP-address for 1l2-tunnel (12 src ip) : 172.16.0.1
3.11. Beepgurte IP-agpec HasHaveHus ana L2 TyHHens (12 dst ip):
Enter destination IP-address for 12-tunnel (12 dst ip): 172.16.0.2
3.12. Beegute MTU ana WAN wnHTepdeica, 3HayeHne no ymonyaHuio — 9710:
Enter MTU for WAN interface (68-9710) [9710] : 9710
3.13. Beegute MTU ansa LAN nHTepdenca, 3HayeHne no ymonyaHmio — 9610:
Enter MTU for LAN interface (68-9610) [9610] : 9610

SUCCESS: Operation was successful:
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Port# pci id Configured
PORTO 83:00.0 *

= 83:00.1

PORT1 84:00.0 *

= 84:00.1

OK

Starting IPSM daemon........ done
Starting VPN log daemon...done
Starting IPsec daemon....... done

Initialization completed
Some settings will take effect after OS reboot only.

Network traffic is blocked.

To unblock network traffic, please setup the network security policy or use run
csconf mgr activate” command to activate the predefined permissive network security
policy now.

w

3.14. WHunuymnanusaumsa OKOHYeHa. KoHdurypaums coxpaHeHa B dann
/opt/VPNagent/etc/ipsm dpdk.cfg

3.15. Ins TecToBOro WMCNONb30BaHWUS MOMUTUKN p,paﬁBepa no ymMmon4yaHuo 6e3onacHocTn Heobxoaumo
BbIMOMHUTL KOMaHAY run csconf mgr activate.

Ckpunt HaCTPOWNKM ipsm dpdk.cfg HaxoauTcs no crnepyowemy nytu -
/opt/VPNagent/bin/configure dp.sh. 3anyctute [AaHHbIA CKPUNT NpU HEOBXOAMMOCTU W3MEHWUTb
KOHpMrypaumto, HaCTPOEHHYIO Bbille (Ha4uHas ¢ n.3.2).

Bonee nogpobHO KoHCONb pasrpaHuveHmns goctyna S-Terra administrative console onucaHa B JOKyMeHTaumm.
Hactponka SSH

Ha wno3e 10G B kavecTBe MHTEpdeWcoB ynpaBneHus BbicTynaiwT 1G nopTbl (0ObIMHO BCTPOEHHbIE B
MaTEPUHCKyIo nnaTy cepeepa).

[daHHble nopTbl He KOHTPONWMPYKTCS ApanmBepoM vpngate, HaCTPOWKM ©Ge30MacHOCTM Ha HUX He
pacnpocTpaHsTCs, NO3TOMY B cisco-like uHTepdence gaHHbIE NOPTLI OTCYTCTBYHOT.

BaxHo! [laHHble NOPThbl pa3pellaeTcda NoAKMYaTh TOJIbKO B AOBEPEHHbIE CETU.

Mpn HeO6XOAMMOCTIN HAaCTPOWKK LWo3a Yepe3 SSH MoxHO 3agaTe uHTepdelicy ynpasneHus IP-agpec.

1. TlpocmoTpuTe AOCTYMNHbIE ANSI HACTPONKU UHTEPdENCHI:

administrator@sterragate] run ifconfig -a | grep eth

ethO Link encap:Ethernet HWaddr 00:90:0b:68:51:1d
ethl Link encap:Ethernet HWaddr 00:90:0b:68:51:1e
eth2 Link encap:Ethernet HWaddr 00:90:0b:68:51:1f
eth3 Link encap:Ethernet HWaddr 00:90:0b:68:51:20
eth4 Link encap:Ethernet HWaddr 00:90:0b:68:51:21
ethb Link encap:Ethernet HWaddr 00:90:0b:68:51:22
ethé6 Link encap:Ethernet HWaddr 00:90:0b:68:51:23
eth? Link encap:Ethernet HWaddr 00:90:0b:68:51:24

2. [obGaebTe cnepywolne HaCTPOWKM (nocne CTPOK ###netifcfg-end##) B dann
/etc/network/interfaces

administrator@sterragate] run vim.tiny /etc/network/interfaces

auto ethO

iface ethO inet static
address 192.168.1.1
netmask 255.255.255.0

oe eth0 — HacTpanBaeMbli UHTEpPENC.

2.1. Tlocne BHECEHHbIX u3amMmeHeHu ann ByaeT BoirmMsa4eTb cregyowmmMm o6pasom:
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administrator@sterragate] run cat /etc/network/interfaces

FHAH AR H AR AR AR A A R R
# CAUTION: lines under special marker: ###netifcfg-*###

# contains autogenerated information. You can add/modify

# lines outside of those markers

FHAHHHRH AR AR

# loopback configuration
auto 1lo
iface lo inet loopback

###netifcfg-begint##
###netifcfg-end###
auto ethO

iface ethO inet static
address 192.168.1.1
netmask 255.255.255.0

3. YcTtaHoBWUTe Naporsib Ha Nonb3oBaTens root (kOMaHda run passwd).

administrator@sterragate] run passwd
Enter new UNIX password:
Retype new UNIX password:

passwd: password updated successfully
4. BkKno4YMTE HAaCTPOEHHBIN NHTEPMENC:
administrator@sterragate] run ifup ethO

5. [JanbHewnwyro HAaCTPOMKY MOXHO BbINOMHATL, NOAKMIOYMBLUMCSH K W03y Yepe3 SSH. Mpu atom nonb3oBarterns
nonagaeT B koHconb Linux. [Ins nepexoda B KOHCOMNb HACTPOWMKM Wto3a (cisco-like nHTepdeic) BeinonHuTe
cnegywoLne KomaHabl:

root@sterragate:~# cs_console
sterragate>enable
Password:

Mo ymonyaHuio napons — csp.
Peructpauus ceptudukaton

B gaHHOM cueHapun Ansa ayTeHTuduKaLmm ncnonb3yTea cepTudmkaTthl. [ns KoppekTHon paboTel Heo6xoanmo
3aperncTpupoBaTb JOBEPEHHbIN cepTudmkaT YL n nokanbHbIN cepTudmkat, BblgaHHbIA AaHHbIM YL,

1. YcraHoBMTE NpaBUITIbHOE CUCTEMHOE BPEMSI.
Hanpuwmep:
administrator@sterragate] run date -s "01/31/2017 15:00"
Tue Jan 31 15:00:00 MSK 2017
OanHas 3anuce cooteTcTByeT 31 aHBaps 2017 roga 15:00.
B paHHOM cnyvae dhopmat aathbl ykasbiBaeTcsa B Buae mecau/aeHs/rog (MM/OO/MNTTT).

[na aBTOMaTU4eCKOW HaCTPOMKU NPaBWUMBbHOMO BpeMeHU pekomeHayeTcss HacTpouTb NTP-knuneHT no
COOTBETCTBYIOLLEWN MHCTPYKLIUM.

2. TMopkntouuTe Kk witody USB-HocuTenb. OH ByaeT aBToMatMyeckun NpMMOHTMPOBaH B CUCTEME.

3. Y3HawnTe nog kakum nmeHem USB-HocuTenb Gbin npuMoHTUpoBaH. B gaHHoM cny4yae - 041F-4C1B.

administrator@sterragate] dir media
1 drwx 8192 Thu Jan 1 03:00:00 1970 O041F-4C1B

4. CdopmupyiTe 3anpoc Ha cepTudumKaT npu MOMOLLM YTUNUTBLI cert mgr:

administrator@sterragate] run cert mgr create -subj "C=RU,O0=S-Terra
CSP,OU=Research,CN=GW1" -GOST R341012 256 -fb64 media:041F-4C1lB/gwl.req

e Kntoy -subj <DN> 3agaeT nons ceptudumkara.
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e Know -GOST R341012 256 npegnonaraet ucnons3osaHve NOCT 2012. Ha YL ana ero noggepxku
OOIMKHO ObiTb ycTaHoBneHo CK3UM «Kpuntollpo CSP» Bepcumn 4.0 unu HoBee. pu HEOBX0OUMOCTH,
MOXXHO BOCMOSIb30BaTbCs 6onee crapbiM Ko4oM —~GOST R3410EL.

e Kniou -fb64 <nyre mo daria> NO3BONSAET COXpPaHWUTL 3anpoc B hann nNo ykazaHHOMY MyTy.
MNepenante nony4veHHbIM 3anpoc ceptudukata Ha YL. MNMpouenypa sbigayuun ceptudumkata Ha YL, no sanpocy
onucaHa B JOKyMEeHTaLuu.

MepeHecuTe nonyyeHHbIW NokanbHbIA cepTudukat n ceptudpukat YL, Ha wno3 6esonacHocTu. B gaHHOM
cueHapum ceptudumkatel 6yayt Ha USB-Hocutene.

C nomoLLbio YyTUNNTBLI cert mgr 3aperncTpupyite ceptudmkart YL B 6ase npogykra:
administrator@sterragate] run cert mgr import -f media:041F-4ClB/ca.cer -t
1 OK C=RU,L=Moscow,O0=S-Terra CSP,OU=Research,CN=Research Root CA

Krtou -t B AaHHOM KOMaHAe yKa3blBaeT Ha TO, YTO MMMOPTMPYEMbIA cepTUdMKAT — KOPHEBOW (cepTudumkaT
YL).
3apernctpupynTte nokanbHbIn cepTudukaT B 6ase npoaykra:
administrator@sterragate] run cert mgr import -f media:041F-4Cl1B/gwl.cer
1 OK C=RU,O0=S-Terra CSP,OU=Research, CN=GW1
Y6egutech, 4To cepTudmKkatbl UMANOPTUPOBAHbLI YCMNELLHO:
administrator@sterragate] run cert mgr show

Found 2 certificates. No CRLs found.
1 Status: trusted C=RU, L=Moscow,O=S-Terra CSP,OU=Research,CN=Research Root CA
2 Status: local C=RU, O=S-Terra CSP,OU=Research,CN=GW1

Co3gaHue nonUTUKKM 6e30MacHoOCTH

Mocne perncrpaumm ceptudukaToB He06xoaMMO co3aaTtb NONUTMKY BesonacHocTu ans wnwo3a GW1

1.

Mepenaute 13 KoHconu pasrpaHudeHus goctyna (S-Terra Administrative console) B KOHCOMb HACTPOWNKM
wnto3a (cisco-like nHTepdenc) (komaHga configure). [lo ymOonyaHuio UMS MONb3oBaTens — cscons,
napornb — csp.

administrator@sterragate] configure

sterragate login: cscons
Password:

sterragate#

BaxHo! [Napornb No yMonyaHuio HeE06X0AUMO CMEHUTb.

MNepengute B peXxmMm HaCTPOWKMK:

sterragatefconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CmeHuTe naporb Mo YMOYaHMIo:

sterragate (config) #username cscons password <mapoJsib>
CMeHnTe Ha3BaHue LWwro3a:

sterragate (config) #hostname GW1
3apavite TMN ngeHTudrKauum:;

GW1 (config) #crypto isakmp identity dn
B gaHHoM cueHapuun ansa naeHTudukauum 6yaet ucnons3oBatecs none DN ceptudukaTa.
3apavnite napameTpbl DPD (dead peer detection)

GW1l (config) #crypto isakmp keepalive 10 2
GW1 (config) #crypto isakmp keepalive retry-count 5
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10.

11.

12.

13.

14.

Ecnu B TeueHue 10 cekyH OTCYTCTBYET BXoasALWMIA Tpaduk B IPsec TyHHene, TO C MHTepBanom B 2 CEKyHAbl
noceinaetca 5 keepalive-naketoB B IKE TyHHene, 4ytobbl yaoctoBepuTbca B paboTOCNOCOBHOCTN TYHHENS.
Ecnun napTHep He oTBeYvaeT Ha keepalive-nakeTbl, To cywecTeyowmnn IKE TyHHenNbL nepexoauT B COCTOsIHME
disabled, a cBasaHHble ¢ HUM IPsec TyHHenu ypanswTcsa. B crnydae Hanuums ucxogsawero Tpaduka
NPOUCXOAUT MOoMbITKa co3aaTtb HOBbIN IKE TyHHEnb.

3apavite napameTpbl ang IKE:

GW1 (config) #crypto isakmp policy 1

GW1 (config-isakmp) #authentication gost-sig
GW1 (config-isakmp) #fencr gost

GW1 (config-isakmp) #hash gost341112-256-tc26
GW1 (config-isakmp) #group vko2

GW1 (config-isakmp) #exit

3apavite napameTpbl ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-gost28147-4m-imit
GW1 (cfg-crypto-trans) #fmode tunnel
GW1 (cfg-crypto-trans) fexit

OnuvwuTe Tpaduk, KOTOPBIM NNAHNpyeTCcs 3almwaTs. [ns 3Toro co3ganTe pacLuMpEeHHbIN CMMCOK JOCTyna:

GW1 (config) #ip access-1list extended LIST
GW1 (config-ext-nacl) #permit ip host 172.16.0.1 host 172.16.0.2
GW1 (config-ext-nacl) #exit

CospanTte kpunTo-KapTy:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp

GW1 (config-crypto-map) #match address LIST

GW1 (config-crypto-map) #set transform-set TSET

GW1l (config-crypto-map) #set peer 10.1.1.2

GW1 (config-crypto-map) #set security-association lifetime kilobytes 4294967295
GW1 (config-crypto-map) #exit

Hactporvika IP-agpeca pgna wcxogsawero wuHtepcdenca (vEthO) 6bina npousBegeHa B npouecce
NHULManu3auuu.

3apante agpec LWo3a no yMONYaHuio:
GW1 (config) #ip route 0.0.0.0 0.0.0.0 10.1.1.2

MpuBsxXUTE KPUNTO-KAPTY KO BCeM nHTepdencam DP:

GW1
GW1
GW1l
GW1l
GW1l
GW1

config)#interface DPO
config-if) #crypto map CMAP
config-if) #exit
config)#interface DP1
config-if) #crypto map CMAP
config-if) #exit

GW1 (config) #interface DP37
GW1 (config-if) #crypto map CMAP
GW1 (config-if) #exit

HacTtpowTte nonyyeHne cnucka oTo3saHHbIX ceptudukaTos (CRL) no HTTP:

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #crl download group GROUP http://10.0.221.179/certsrv/certcrl.crl
GW1 (ca-trustpoint) ffexit

Mpeanonaraetcs, 4to CRL BbiknagbiBaeTcsl Ha 00LLeA0CTyNHOEe MeCTo (JOCTYN K KOTOpoMy obecrneveH 6e3
ncnonb3oBaHua IPsec) gnsa Bcex wno3oB. [Npu ykasaHum MMmeHn gomeHa, BMecto |IP-agpeca, Heobxogmmo
HacTpouTb agpec DNS-cepBepa B cucteMHoM dhainne /etc/resolv.conft.

Takke He0bXoanMO yunTbiBaTb, 4TO Y CRL eCcTb CpoKk AENCTBUS U HY>XHO 0bGecrnednBaTb CBOEBPEMEHHOE UX
o6HoBMeHne B JaHHOM 06LLeOCTYNHOM MecTe.

Mo ymonuanuio CRL 6yget 3anpawmBaTtbcsa pa3 B cyTku (pa3 B 1440 MuUHYT), ANA M3MEHeHMs nHTepBana
3anpoCcoB MOXXHO BOCMONb30BaTbCA KOMaHOoM crl download time <MHTEepBasl B MMHYTaX>
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Mpn HeobxoaumocTu oTknoveHus CRL (He pekomeHayeTcsa oTkntodate CRL) Bocnonb3yntecb KOMaHAoM
revocation-check none.

15. HacTtpowika yctponctea GW1 B cisco-like koHconu 3aBepLueHa. [Npu BbIXOAe U3 KOH(PUIypaLUMOHHOIO pexnma
npovcxoauT 3arpyska KoHdurypawmm:

GW1 (config) #end
GWl#exit

B npunoxeHun npenctaBneH TeKCT cisco-like koHdwurypaumm, Tekct LSP koHdwurypaumm wn TeKCT danna
ipsm_dpdk.cfg anga wnosa GW1.

Hactpouka wnto3a 6esonacHoctn GW2

Hactpoiika wnto3a 6e3onacHoctn GW2 npoucxogut aHanorm4yHo HacTtpouke wno3a GW1, ¢ 3ameHon IP-
aJpecoB B COOTBETCTBYIOLLMX pasaenax KoHpurypaumu.

B npunoxeHun npenctaBneH TeKCT cisco-like koHdwmrypaumm, Tekct LSP koHdwurypaumm wn TeKCT danna
ipsm_dpdk.cfg anga wnosa GW2.

Hactpowka yctponcrtea Host1
Ha ycTtpowncTtee Host1 3apgante IP-agpec.

Hactpowka yctponctea Host2

Ha ycTtpowncTtee Host2 3apante IP-agpec.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

[Mocne Toro, kak HacTpoKKka BCEX YCTPOMCTB 3aBepLUeHa, MHULUMUPYNTe co30aHne 3aLlMLLEeHHOro CoOeANHEHMS.

Ha yctpownctee Host1 BeinonHuTe komaHay ping:
root@Hostl:~# ping -c 5 192.168.1.101

PING 192.168.1.101 (192.168.1.101) 56(84) bytes of data.

64 bytes from 192.168.1.101: icmp reg=1 ttl=64 time=0.831 ms
64 bytes from 192.168.1.101: icmp reg=2 ttl=64 time=0.358 ms
64 bytes from 192.168.1.101: icmp reg=3 ttl=64 time=0.270 ms
64 bytes from 192.168.1.101: icmp reg=4 ttl=64 time=0.304 ms
64 bytes from 192.168.1.101: icmp reg=5 ttl=64 time=0.359 ms

e

---192.168.1.101 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3998ms
rtt min/avg/max/mdev = 0.270/0.424/0.831/0.206 ms

B pesynbTaTe BbINONHEHUSA 3TON KOMaHAbl Mexay ycTporcteamm GW1 n GW2 6yget yctaHosneH VPN TyHHenb.
Y6eamTbcs B 3TOM MOXHO, BbINONHUB Ha ycTporctBe GW1 komaHay:
root@GWl:~# sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (10.1.1.1,500)-(10.1.1.2,500) active 2420 2296

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (172.16.0.1,*)-(172.16.0.2,*) * ESP tunn 1856 1592

2 2 (172.16.0.1,*)-(172.16.0.2,*) * ESP tunn 560 472

38 38 (172.16.0.1,*)-(172.16.0.2,*) * ESP tunn 560 472

CornacHo cosgaHHon nonutuke 6esonacHocTu Becb Tpaduk mexagy cetamm SN1 n SN2 6ygeTt 3awmdppoBaH.
MpoxoxaeHne octanbHoro Tpaduka bygeT paspeLleHo, HO He BydeT 3almaTbCa LWNgpoBaHUEM.
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MpunoxeHue

Tekct cisco-like koHdurypauum ana wnwo3sa GW1
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quit
I

end

TekcT cisco-like koHdmrypaumm ans wnrosza GW2

|
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp keepalive 10
username cscons privilege 15 password 0 csp
aaa new-model
|
!
hostname GW2
enable password csp
|
|

|

!

crypto isakmp policy 1

encr gost

hash gost341112-256-tc26

authentication gost-sig

group vko2

|

crypto ipsec transform-set TSET esp-gost28147-4m-imit

|

ip access-list extended LIST

permit ip host 172.16.0.2 host 172.16.0.1

|

!

crypto map CMAP 1 ipsec-isakmp

match address LIST

set transform-set TSET

set security-association lifetime kilobytes 4294967295
set peer 10.1.1.1

|

interface DPO

! Warning: no physical interface found (pattern "10G 000")
no ip address

crypto map CMAP

crypto ipsec stream-id 1000

shutdown

|

interface DP1

! Warning: no physical interface found (pattern "10G 001")
no ip address
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|
!

ip route 0.0.0.0 0.0.0.0 10.1.1.1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group GROUP http://10.0.221.179/certsrv/certcrl.crl
crypto pki certificate chain s-terra technological trustpoint
certificate 1F76A0063C0401B94DA17E11D2B4AC8Aquit
|

end

Tekct LSP koHcburypauum gns wnro3a GW1

# This is automatically generated LSP

#
# Conversion Date/Time: Tue Feb 12 10:13:03 2019
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Tue Feb 12 10:13:03 2019"
Version = LSP 4 2
CRLHandlingMode = ENABLE
PreservelIPsecSA = FALSE
)
IKEParameters (
FragmentSize = 0
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 10.1.1.2

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
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Tekct LSP koHdurypauum ans wnto3sa GW2
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NetworkInterface (

LogicalName = "DP32"

IPsecPolicy = IPsecPolicy:CMAP:1032
)
NetworkInterface (

LogicalName = "DP33"

IPsecPolicy = IPsecPolicy:CMAP:1033
)
NetworkInterface (

LogicalName = "DP34"

IPsecPolicy = IPsecPolicy:CMAP:1034
)
NetworkInterface (

LogicalName = "DP35"

IPsecPolicy = IPsecPolicy:CMAP:1035
)
NetworkInterface (

LogicalName = "DP36"

IPsecPolicy = IPsecPolicy:CMAP:1036
)
NetworkInterface (

LogicalName = "DP37"

IPsecPolicy = IPsecPolicy:CMAP:1037

TekcT koHcburypauum ipsm_dpdk.cfg ana wno3a GW1

[PERFORMANCE ]

threads = 38 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 2 * ports num) -- processing (encrypt/decrypt/filter) threads
number

;sendqueue _size = 64000 ;min: 1000 max: 100000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;ves/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx_desc = 2048 ;min: 32 max: 4096 default: 2048 -- number of rx descriptors
in network adapter configuration

;tx desc = 2048 ;min: 32 max: 4096 default: 2048 -- number of tx descriptors

in network adapter configuration

;no max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores
;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row
;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when
sendq burst threshold activated
;pcap_mpool size = 262143 ;min: 131071: max 4194303: default: 262143 -- number of
buffers in memory pool, num = 2°g - 1
;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)
;rx sleep = 5 ;jmin: 0 max: 10000 default: 5 -- pause in microseconds on
rx thread if there are no packets incoming
JExlslcepi=a5 ;min: 0 max: 10000 default: 5 -- pause in microseconds on
tx thread if there are no packets to send
;wrk sleep = 5 ;min: 0 max: 10000 default: 5 -- pause in microseconds on
wrk thread if there are no packets incoming
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;cb wait = 5 ;min: 0 max: 10000 default: 5 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;single local thr = yes ;yes/no, default: yes -- process all incoming local (dst
is gate itself) IPv4 (not etherip) traffic in single thread (DPO)

;rx _cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;cache burst size = 8 ;min: 1: max 32: default: 8 -- max size of single transfer

from rx thread cache to wrk thread (in bursts). Must be less then rx queue len

[EAL]

coremask = Oxfffffffffff ;mask should cover all cpu cores, including
HyperThreading

;channels = 1 ;min: 1 max: 4 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;jeal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx_hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx _hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

;print stats = no ;yves/no, default: no -- print send/receive/drop statistics
;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics 1s collected

;stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field
in forwarded tcp syn packets if it greater than N

;mssfix force = no ;ves/no, default: no —-- always change MSS field in forwarded

tcp syn packets, even if it's lesser than mssfix value

[PORTO]

pci id = 83:00.0 ;pci address of network interface

outer = yes ;yes/no, default: no -- consider port as looking to
outer network; outer port cant be in 12-mode

13 ip = 10.1.1.1 ;ip address of corresponding vEthN

13 mask = 24 ;mask of corresponding vEthN

gw ip = 10.1.1.2 ;default gateway ip-address

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing frames
pair port =1 ;index of port for sending packets received on this
one; also packets, received on pair port, will be sent from this one

mtu = 9710 ;min: 68 max: 9710 default: 9710
;next hop mac force = no ;yes/no, default no -- always set next hop mac as
destination mac address for outgoing L3-frames

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 —-- 802.1Q VLAN identifier
(VID)
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;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point
(PCP) which is referts to the 802.l1p class of service
;allowed ethertypes = none ; ethertypes in hex (32 max, "," as divider) -- pass

this ethertypes to/from corresponding vEth. IPv4 (0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -— disable flow control on
this port

;no_promisc = yes ;yes/no, default: yes (for 1l2-port port - no) --
disable promiscuous mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable
receiving all multicast ip packets mode on this port

;hw _ip checksum = no ;yes/no, default: no -- enable additional stats
about 13/14 checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP
Destination Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater

than N bytes

[PORT1]

pci id = 84:00.0 ;pci address of network interface

12 src ip = 172.16.0.1 ;source 1p address of new ip packet for 12-
encalpsulation

12 dst ip = 172.16.0.2 ;destination ip address of new ip packet for 12-
encalpsulation

pair port = 0 ;index of port for sending packets received on this
one; also packets, received on pair port, will be sent from this one

mtu = 9610 ;min: 68 max: 9710 default: 9710

;no _fc = no ;yes/no, default no -- disable flow control on
this port

;NO_promisc = no ;yves/no, default: no (for outer port - yes) —-
disable promiscuous mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) --
enable receiving all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip
header to l2-encalpsulation ip header

;df handling = copy ;copy/set/clear, default copy -- DF bit: copy from
orig ip header to l2-encapsulation ip header

;hw_ip checksum = no ;yes/no, default: no -- enable additional stats
about 13/14 checksum errors and oversized packets

;hw _vlan extend = no ;yes/no, default: no -- enable double-vlan

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP
Destination Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater

than N bytes

TekcT koHhurypauuu ipsm_dpdk.cfg ana wno3a GW2

[PERFORMANCE ]

threads = 38 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 2 * ports num) -- processing (encrypt/decrypt/filter) threads
number

;sendqueue size = 64000 ;min: 1000 max: 100000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yes/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx_desc = 2048 ;min: 32 max: 4096 default: 2048 -- number of rx descriptors
in network adapter configuration

;tx desc = 2048 ;min: 32 max: 4096 default: 2048 -- number of tx descriptors
in network adapter configuration

;no_max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a

delay, if sending N packets from sendqueue in a row

2003-2020 «C-Teppa Cudclln» 51



Bepcusa 4.2 Mpyvmep ncnonb3oBaHMs Pepakumsa 11
;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when
sendq burst threshold activated
;pcap mpool size = 262143 ;min: 131071: max 4194303: default: 262143 -- number of
buffers in memory pool, num = 2°g - 1
;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx_sleep = 5 ;min: 0 max: 10000 default: 5 -- pause in microseconds on
rx thread if there are no packets incoming

;tx sleep = 5 ;min: 0 max: 10000 default: 5 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 5 ;min: 0 max: 10000 default: 5 -- pause in microseconds on
wrk thread if there are no packets incoming

;cb wait = 5 ;min: 0 max: 10000 default: 5 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;single local thr = yes ;yes/no, default: yes -- process all incoming local (dst
is gate itself) IPv4 (not etherip) traffic in single thread (DPO)

;rx _cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;cache burst size = 8 ;min: 1: max 32: default: 8 -- max size of single transfer
from rx thread cache to wrk thread (in bursts). Must be less then rx queue len

[EAL]

coremask = Oxfffffffffff ;mask should cover all cpu cores, including
HyperThreading

;channels = 1 ;min: 1 max: 4 default: 1 -— memory channels number
;cpuset = (0-2,4)Q@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx_hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx _hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold
register value

[MISC]

;print stats = no ;yves/no, default: no -- print send/receive/drop statistics
;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;stats_file = /tmp/pkt_stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;jnatt port = 4500 ;min: 1 max: 65535: default: 4500

;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field

in forwarded tcp syn packets if it greater than N

;mssfix force
tcp syn packets,

no

[PORTO]
pci id

83:00.0

’

;yves/no, default: no -- always change MSS field in forwarded
even if it's lesser than mssfix value

pci address of network interface
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outer = yes ;yes/no, default: no -- consider port as looking to
outer network; outer port cant be in 12-mode

13 ip = 10.1.1.2 ;ip address of corresponding vEthN

13 mask = 24 ;mask of corresponding vEthN

gw ip = 10.1.1.1 ;default gateway ip-address

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing frames
pair port =1 ;index of port for sending packets received on this
one; also packets, received on pair port, will be sent from this one

mtu = 9710 ;min: 68 max: 9710 default: 9710
;next hop mac force = no ;yes/no, default no -- always set next hop mac as
destination mac address for outgoing L3-frames

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 —- 802.1Q VLAN identifier
(VID)

;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point

(PCP) which is referts to the 802.l1p class of service

;allowed ethertypes = none ; ethertypes in hex (32 max, "," as divider) -- pass
this ethertypes to/from corresponding vEth. IPv4 (0x0800) and ARP (0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -— disable flow control on
this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) --
disable promiscuous mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable
receiving all multicast ip packets mode on this port

;hw _ip checksum = no ;yes/no, default: no -- enable additional stats
about 13/14 checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP
Destination Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater

than N bytes

[PORT1]

pci id = 84:00.0 ;pci address of network interface

12 src ip = 172.16.0.2 ;source 1p address of new ip packet for 12-
encalpsulation

12 dst ip = 172.16.0.1 ;destination ip address of new ip packet for 12-
encalpsulation

pair port = 0 ;index of port for sending packets received on this
one; also packets, received on pair port, will be sent from this one

mtu = 9610 ;min: 68 max: 9710 default: 9710

;no_fc = no ;yes/no, default no -- disable flow control on
this port

;NO_promisc = no ;yves/no, default: no (for outer port - yes) —--
disable promiscuous mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) --
enable receiving all multicast ip packets mode on this port

;copy tos = no ;yes/no, default: no -- copy ToS-field from orig ip
header to l2-encalpsulation ip header

;df handling = copy ;copy/set/clear, default copy -- DF bit: copy from
orig ip header to l2-encapsulation ip header

;hw_ip checksum = no ;yes/no, default: no -- enable additional stats
about 13/14 checksum errors and oversized packets

;hw _vlan extend = no ;yes/no, default: no -- enable double-vlan

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP
Destination Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater
than N bytes

TekcT cpanna /etc/ifaliases.cf ana wnio3os GW1 n GW2

interface (name="DP0" pattern="10G 000"
interface (name="DPl" pattern="10G 001"
interface (name="DP2" pattern="10G 002"

interface (name="DP4" pattern="10G 004"

)
)
)
)
)
interface (name="DP5" pattern="10G 005")

(
(
(
interface (name="DP3" pattern="10G 003"
(
(
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